Open the Microsoft management console on the ATMS CORE NET Server

Add a Snap-in Certificate (Local Computer).

ole Root]

ﬁ File Action View Favourites Window Help
= Mew Ctrl+M
< Open... Ctrl+0 Narr
Save Ctrl+5
Save As...
Add/Remove Snap-in... Ctrl+M
Optiens...

‘You can select snap-ins for this console from those available on your computer and configu
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-n Vendor ~ [ console Root
ActiveX Control Microsoft Cor...
uthorization Manager Microsoft Cor...
¥ Certificates Microsoft C
o Component Services Microsoft C
A Computer Managem... Microsoft Cd
&% Device Manager Microsoft Cd  This snap+n will always manage certificates fo
Disk Management Microsoft an
@ Event Viewer Microsoft Cg & s
“|Folder Microsoft Cg O Servics account
_EJ' Group Policy Object... Microsoft Cg (®) Computer account
mHyper—\n‘ Manager Microsoft Cq
(Pinternet Informatio...  Microsoft Cg
.g IP Security Monitor Microsoft Cq
Description:
| The Certificates snap-in allows you to br

All Tasks — Advanced Operations — Create Custom Request

| AAD Token Issuer H
~| Other Peonle

v & SE”;fi‘ate‘I(L°‘a' Computer) 2] mobile-testtoolbase.de R3 09/01/2024
v j"g":‘ 221 P0021818001016 trm-ilocal tem-i-Graz-CA 10/10/2024
Ertt Tt
< Trusted | Al Tasks > Request New Certificate...
| Enterprit View 5 Import...
| Intermes
| Trusted | New Window frem Here Advanced Operations - Create Custom Request...
| Untruste New Taskpad View... Manage Enrollment Policies...
| Third-Pe
= Trusted | Refresh
| Client A Export List...
| Preview
| Test Roo Help

www.toolbase.de

Server
Server

ATMSCORE

1von21


http://www.toolbase.de/

ATMSCORE

Continue without enrollment policy

Select Certificate Enrollment Policy
Certificate enrcllment pelicy enables enrollment for certificates based on predefined certificate templates,
Certificate enrcllment pelicy may already be configured for you.
Configured by your administrator

Active Directory Enrollment Policy v
Configured by you Add Mew
Custom Request

Proceed without enrcllment policy

Mext Cancel

Properties

www.toolbase.de
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Certificate Information

Click Next to use the options already selected for this template, or click Details to customize the certificate
request, and then click Mext.

Custom request er STATUS: Available Details ~
The following options describe the uses and validity period that apply to this type of certificate:
Key usage:

Application policies:
Validity period (days):
Properties

Mext Cancel

www.toolbase.de
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Enter the PC name

Certificate Properties

General Subject Extensions Private Key
Afriendly name and description will make it easier to identify and use

Friendly name:

| 8CCT174XC3

Description:

Enter Subject Information.

Especially important: Alternative name! In this case enter, Host (DNS Value) and IPv4 (IP Value).

Certificate Properties

General Subject Extensions  Private Key

The subject of a certificate is the user or computer to which the certificate is issued. You

can enter information about the types of subject name and alternative name values that
can be used in a certificate,

Subject of certificate
The user or computer that is receiving the certificate

Subject name:

Type: C=DE
O=Achterberg GrmbH
Country e Add > aU=IT
Value: CMN=BCC9174XC3
: = Remove

Alternative name:

e M

IP address (vd) -
Yalue:
alue Add >
10,172.2.53
< Remove

Cancel Apply
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Certificate Properties

ATMSCORE

General Subject Extensions Private Key

can be used in a certificate.
Subject of certificate
The user or computer that is receiving the certificate

Subject name:

Type:
Country e Add >
Value:
i < Remove
Alternative name:
Type:
7 IP address (wd) w
Values
i Add >
< Remove

Ok

The subject of a certificate is the user or computer to which the certificate is issued, You
can enter information about the types of subject name and alternative name values that

C=DE

O=Achterberg GmbH
ou=IT
CN=B8CCI174XC3

BRKOTTAACS

Cancel Apply
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Extensions — Extended Key Usage — Server Authentication

Certificate Properties

meneral Subject Extensions  Private Key

Extended Key Usage (application policies) A

An application policy (called enhanced key usage in Windows 2000) defines how a
certificate can be used. Select the application policy required for valid signatures of
certificates issued by this template.

Avvailable options: Selected options:

Code Signing
Secure Email
Time Stamping Add >
Microsoft Trust List Signir
Microsoft Time Starmping
IP security end system

IP security tunnel terminz
IP security user

< Remowve

o

£ > < >

[ ] Make the Extended Key Usage critical

Bazic constraints w

Include Symmetric algorithm b

QK Cancel Apply
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Private Key — make exportable (allows the transfer of the key) Key size at least 2048.

General Subject Extensions Private Key

Cryptographic Service Provider v

Key options ~
Set the key length and export options for the private key,

Key size: | 7p48 iy
Make private key exportable
[] Allow private key to be archived

[]5trong private key protection

Select Hash Algorithm v

Select Signature Format v

Key permissicns v
0K Cancel Apply

Save the properties.
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Where do you want to save the offline request?

If you want te save a copy of your certificate request or want to process the request later, save the request

to your hard disk or removable media. Enter the location and name of your certificate request, and then
click Finish.

File Narme:
| CAAdmMInOnly\8CCI174XC3

|E Browse... 1

File format:
(®) Base B84

(") Binary

Finish Cancel

www.toolbase.de
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Open the file with notepad and copy the text.

[ T T T % T %

U

=1 o N b ) B e

o

T T TS U o Ty Sy

o

oo

F————BEGIN HEW CERTIFICATE REQUEST-————-—
MITD4TCCAskCLROAWSTETHEEGA I UEAWWECENDOTE SNFhDMzELMA kGA I TECWWCSVOx
GDAWBgNVBAOMDOFjaHRlcmJlcmogR2 11 SDELMAKGA I UEERMCREUwggEiMAOGC St
SIL3DOEBAQUARSTBDWAWgGEERGIBAQCI+TJ+JojC+aF3uN4yvYwilgRm] 3LENGe+1
G3DKE0PIXNSOSCLnOUjCe+ApPRU4NMexME3jngi 7TzBleKPwXov003mzalPIGWE /nH
Te0gwFr02eaHnoUs/ Fuu+zCevFg2XSnhN4vheAjduluALvrHa3gdeTHT / GwQEWTQ
SOVEpkUIVaeMsNOTxx211J0/dj4gMhd4UsthgwwRwhur I/ /1cH04DJ0SmgiAmn 950
JCVaZiajgmbzi rZwr8uvVvho TgM+Z+i i IUnyEPLAS TXD/ gqdWuQohBSi2 fROEAITITh
SP+xZ35kwogENHLe fAGEmyNgJSuF8uiTpREbUh31hhgyvl 0tn+vRjOtAgMBAAGgggFR
MEBwGC1sGRAQOBg ] cHAGMxDhYMMTAuMC4xCTAONS4yMEoGCSsGAQ0BgjcVEFDESMD=C
AQOUMG1AWHMDIxCDEAMDAXMDE2LnR LS 1plnxv Y 2FsDBFUQOOcSVRrc2 9tEWVyZmVs
ZAaWwHTUIDLEVYRTEmBgor BgEEAYISDOICHVgwVgIBABSOAE ORaQBjAHTALWB=AGER
ZgBOACAATWEBVLCGYAdARIAGEACgBLACAR SWEBI AHKATABRTAHOQARWEBVAGEAZWEBLACAD
UABYAGEAdgBpAGRAZ QB YAWEAMHOGCS g55 IE3DOEIDS FwMG4wsw Y DVROREEOWE 0 TE
OFnYOTE3SNFhDM4 cECqwCNTATEgNVHSUEDDAKEgor BoEFEQeDATALEgkrBEgEEAYIS
FQoED] AMMAoGCCsGROUFBWMEMBOGAIUAdDgOWEBSELITS0ihsRj +oegsCx3Tuxdp
SDANBgkghkiGOwOBAQsFAROCAQEAEDPaARLdOunliijR2ZS1InThgzEcHMxpvCelet+
3eQMeEdgOdpgivFSjkiVEFEdAIxUHW=s1clHRZiTPOIn ] 6 PXECSKCe 2ZHMCWS ZuSWHS T
blczlMXPONputOLOorsV1ojxwSomBo9P12yladWRoggkdkmijC3fSEnOmZ TUfTw3BE
LNfzheBwl4NcHvwIbos9giUgqneiGnl PHEVHECDWoETQ/ Z688copshsDIJehzapkc
0/ 4¥pL2wSRfLURRCnOpdgBazb2WiNpSJt j SmmB4GPdZa+wBy vt/ 8BVQOPBITS=T+
gheDOLXHanEfF/ MVudolwGEREZT =3, ogqdyuRTBO0Jkdnv 6 SGW2Z CA==

www.toolbase.de
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Open the web application with a browser on the certification authority server.

< G @ localhost/certsrv/

Microsoft-Active Directory-Zertifikatdienste — tcm-i-Graz-CA

Willkommen

Auf diese Website konnen Sie ein Zertifikat fur den Webbrowser, E-Mail-Client oder andere Programme anfordern. Mit einem Zert
das Web kommunizieren, bestatigen, E-Mail-Nachrichten signieren oder verschlisseln und weitere Sicherheitsaufgaben, abhangi

Sie kdnnen diese Website auch zum Download eines Zertifizierungsstellenzertifikats, einer Zertifikatkette oder einer Zertifikatsspe
anzeigen.

Weitere Informationen zu Active Directory-Zertifikatdienste erhalten Sie unter Active Directory-Zertifikatdienstedokumentation.
Ein Zertifikat anfordern | <lie————

Status ausstehender Zertifikate anzeigen
Download eines Zertifizierungsstellenzertifikats, einer Zertifikatkette oder einer Sperrliste

Paste text from clipboard into the saved request field.

Chose ,Web Server”

www.toolbase.de 10 von 21
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< 3 (i) localhost/certsrv/certrgxt.asp

Microsoft-Active Directory-Zertifikatdienste — tcm-i-Graz-CA

Zertifikat- oder Emeuerungsanforderung einreichen

Flgen Sie eine Base-64-codierte CMC- oder PKCS #10-Zertifikatanforderung c
Feld "GGespeicherte Anforderung” ein, um eine gespeicherte Anforderung bei de

Gespeicherte Anforderung:

by = T
91BHcOHP2xyqTIpifebgjdXsVTEvzVz T/ vSylyNa: o

Base-64-codierte )
T7oYer[2bWVZO/ kdMNvTAFIATLcgTIqy 6 licwsT:

Zerifikatanforderung :
(CMC oder heBBATVVNmURYCxz2L3kATKMaB1ingqy7 7 ThpW sy .
PKCS #10 oder GMBwUcqssZ7Zr/ gmuwNKQuawhzlig=
PKCS #?]. ----- EMD MNEW CERTIFICATE REQUEST----- v
' 4 | P
Zertifikatvorlage:
[Webserver |
Zusitzliche Attribute:
Attribute:
P
Einsenden > |
Send in.
Download the certificate. Recommended as Base 64 coded.
Transfer the .cer file to the ATMS CORE NET Server.
J Name Anderungsdatum Typ GroBe
) 8CCO174XC3.cer 04.10.2023 13:04 Sicherheitszertifikat 2KB
[) 8cco174%C3req 04,10.2023 13:02 REQ-Datei 2KB
5] root-ca.cer 19.01.2023 15:06 Sicherheitszertifikat 2KB

Client Operating System:

Add IIS administration snap-in to mmc.
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E Consolel - [Console Root]

[& File Action View Favourites Window Help

e |E =
| Console Root
i} Internet Information Services (IS) Manager
You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ing, you can configure which extensions are enabled,
Available snap-ins: Selected snap-ins:
SnapHn Vendor ~ [ Console Root Edit Extensions. ..
[ . .'g"lnternet Information Services {|
ActiveX Control Microsoft Cor... fen
Auﬂwunzah’un Manager Microsoft Cor...
) Certificates Microsoft Cor...
. Component Services  Microsoft Cor.., Move Up
%*Compuber Managem... Microsoft Cor...
& Device Manager Microsoft Cor... Add > TR
e Disk Management Microsoftand...
gEvent Viewer Microsoft Cor...
"I Folder Microsoft Cor...
=/ Group Policy Object ... Microsoft Car...
% Hyper-V Manager Microsoft Cor...
£ Internet Informatio... [Jllefeijide o
' IP Security Monitor Microsoft Cor... w < > Advanced...

Manage Tools View Help

Component Services

Computer Management
Defragment and Optimize Drives
Disk Cleanup

Event Viewer

Internet Information Services (II5) Manager

ISCSl Imitiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-hit)

Performance Monitor
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Open Server certificates

ATMSCORE

B &) pooz1s13001016 »

File View Help

Connections

qi! P0021818001016 Home

> ..ﬁj P0021818001016 (TCM-I\ksom,

Rules

o &

Management

e — Zim

Complete Certificate Request...

Certificate Ha

EASEFFO1EDF
CO49CECST4E

Actions

Import...

Create Certificate Request... i
Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

@ Help

Connection 5trings Machine Key Pages and Controls

115
Authentication Compression Default Document
-
ISAPI and CGI ISAPI Filters
Restrictions
=
=

Request Filtering Server Certificates Worker Processes

R

Providers

Error Pages

=

MIME Types

www.toolbase.de

&

Session State

2

Handler Mappings

JL
«/l
Modules

Filter: + W Go -5 Show All | Group by: Area ~ EE-

ASP.NET -
= & q
2 N~ 0 =V

MET Authorization  .NET Compilation .MET Error Pages  .MET Globalization ~ .MET Trust Levels  Application Settings

SMTP E-mail

HTTP Response
Headers

Output Caching
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Complete Certificate Request

Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response,

File name containing the certification authority's response:

‘C:\AdminOnIy\BCCQ'INKCE.cer

Friendly name:

‘ATMS.CORE.NET

Select a certificate store for the new certificate:

Personal w

www.toolbase.de 14 von 21
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“

Slobalization

a]:l

xction Strings

ror Pages

<l

Aodules

MET Profile

N

Machine Key

&
Handler Mappings
.#ﬁ_l

Qutput Caching

Pages and Controls

HTTP Response
Headers

[~ ==
=

Request Filtering

Actions

B Explore
Edit Permissions...

Bindings...

View Applications

View Virtual Directories

Manage Website
’;" Restart
B Star
B Stop
Browse Website

Browse =80 (http)
Browse

el [l

10.172.2.109:443 (https)
Advanced Settings...
Configure

Limits...
HSTS...

mobile-test.toolbase.de on

|_A':|

@ Help

www.toolbase.de
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Add Site Binding

Type:
https w

Haost name:

IP address:

Port:

10.172.2.53

443

[] Require Server Name Indication

[] Disable TLS 1.3 ower TCP

[ ] Disable Legacy TLS

[] Disable QCSP Stapling

S50 certificate:

ATMS.CORE.NET TCM CA

[] Disable QUIC
[] Disable HTTR/2

Pt Select...

Ok

ATMSCORE

Yiew...

Cancel

T

www.toolbase.de
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Export Root CA:

At the certification authority server with web application

Microsoft-Active Directory-Zertifikatdienste — tcm-i-Graz-CA

Willk

Auf diese Website konnen Sie ein Zertifikat fur den Webbrowser, E-Mail-Client oder andere Programme anfordern. Mit einem Zertifikat konnen Sie lhre
das Web kommunizieren, bestatigen, E-Mail-Nachrichten signieren oder verschiisseln und weitere Sicherheitsaufgaben, abhangig vom angeforderten

Sie kénnen diese Website auch zum Download eines Zertifizierungsstellenzertifikats, einer Zertifikatkette oder einer Zertifikatssperrliste verwenden, od
anzeigen.

Weitere Informationen zu Active Directory-Zertifikatdienste erhalten Sie unter Active Directory-Zertifikatdienstedokumentation.

Wihlen Sie eine Aufgabe:
Ein Zertifikat anfordern

Status ausstehender Zertifikate anzeigen
stellenzertifikats,_einer Zertifikatkette oder einer Sperrliste ]

[Microsoft-Active Directory-Zertifikatdienste — tcm-i-Graz-CA

Jownload eines Zertifizi tifikats, einer Zertifikatkette oder einer Zertifikatsperrliste

I Sie dieses Zertifiziert 1zertifikat, damit von dieser Zertifizierungsstelle ausgesteliten Zertifikaten vertraut werden kann

Nahlen Sie das Zertifikat und die Codierungsmethode fur den Download eines Zertifizierungsstellenzertifikats, einer Zertifikatkette oder einer Sperrliste aus.

Zertifizierungsstellenzertifikat:
Aktuelles [tcm-i-Graz-CA] N

Zodierungsmethode:

Zertifizierungsstellenzertifikat installieren

Jownload des Zertifizierungsstellenzertifikats <s——
Jownload der Zertifizierungsstellen-Zertifikatkette

Jownload der aktuellen Basissperrliste

Jownload der aktuellen Deltasperrliste

www.toolbase.de
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Import root CA on ATMS CORE NET Server:

mmoc Certificates (Local Computer)

ATMSCORE

& B .
File Action View Help
L ARl =NNEREN 7 Na:
Eﬁ‘ Certificates - Current User lssu - rposes A
| Personal Eh enticat
~ || Trusted Root Certification Aur
= — @ enticat
| Certificates @ ticat
entica
| Enterprise Trust @B e
| Intermediate Certification Au " !ca
| Active Directory User Object 5ld prticat
| Trusted Publishers [Ele Welcome to the Certificate Import Wizard enticat
| Untrusted Certificates Sl enticat
| Third-Party Root Certificatior [Ele enticat
< | This wizard helps you copy certificates, certificate trust lists, and certificate revocation hin
‘J Treﬁed PEDFIE_ @ ligts from your disk to a certificate sbor’a‘ ’ g
| Client Authentication Issuers Sy enticat
| Other People o) ) o L o ) o enticat
= Local NonR ble Certifi ol A certificate, which iz issued by a certification authority, is a confirmation of your identity |
"] Local NonRemavable Certific | 5] and containg information used to protect data or to establish secure network enticat
| MSIEHistory)ournal 0| connections, A certificate store is the system area where certificates are kept. enticat
| Smart Card Trusted Roots 10| enticat
@ Dl Store Location enticat
10| (O Current User enticat
| (®) Local Machine enticat
10| enticat
&l To continue, dick Mext. ent!cat
e enticat
e enticat
EIE enticat
EIE ng, Sec
El6 enticat
5l enticat
g G m Cancel enticat
G enticat
[51Go Daddy Root Certificate Auth... Go Daddy Root Certificate Author...  01/01/2038 Client Authenticat «
< > € >
Trusted Root Certification Authorities store contains 68 certificates.
O Name Anderungsdatum Typ GroBe
) 8CCO174XC3.cer Sicherheitszertifikat 2KB
[ 8Cco174xC3ureq REQ-Datei 2KB
Sicherheitszertifikat 2KB

[ 5] root-ca.cer ]

www.toolbase.de
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n [
y [
f Certificate Store =3
3 Certificate stores are system areas where certificates are kept, &
(] &
r

g Windows can automatically select a certificate store, or you can spedfy a location for I3
d the certificate. -
g (@) Automatically select the certificate store based on the type of certificate I3
8 (i Place all certificates in the following store &
£ &}
£ &}

Browse...
£ &}
i &}
J I
J I
5 I
5] [l
5] [
3 EC
il [
il £}
il &
. Cancel L
U Trent Bnfhentir

i Koot T efifirate Sofh

Lo TIAaddv Koot T erfificate Bofhor. . TTTATT A ATRS
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Check if the import was successful.

ATMSCORE

File  Action

View Help

o= HE 4| XEE HE

@ Certificates - Current User
] Personal

w || Trusted Root Certification Aw

| Certificates

[ Enterprise Trust
| Intermediate Certification Au
[ Active Directory User Object
7] Trusted Publishers
1 Untrusted Certificates
[ ] Third-Party Root Certificatior
[ Trusted People
7| Client Authentication lssuers
[] Other People
| Local NonRemovable Certific
] MSIEHistorylournal
] Smart Card Trusted Roots

Issued To

?ﬁPGDE‘ISWDO‘Im&Icm—i.IocaI
@Quo‘u‘adis Root CA1G3
@Quo‘u‘adis Root CA 2
|51 QuoVadis Root CA 2 G2
5] QuoVadis Root Certification Au..,
[5155L.com Root Certification Aut...
[ ]Starfield Class 2 Certification A...
[ 5tarfield Root Certificate Autho...
[S]StartCom Certification Authority
[ SwissSign Gold CA - G2
[ SwissSign Silver CA - G2
[51Symantec Enterprise Mobile Ro...
i tom-i-Graz-CA
[Sltem-i-Graz-CA
[Sltem-i-S001TINKDE0DAD- CA

=,

Issued By
PO021818001016.tcm-ilocal
CucVadis Root CA 1 G3

CucVadis Root CA 2

(QueVadis Root CA 2 G3

CuoVadis Root Certification Auth...

S5L.com Root Certification Autho...
Starfield Class 2 Certification Auth...

Starfield Root Certificate Authorit...
StartCom Certification Authority
SwissSign Gold CA - G2

SwissSign Silver CA - G2

Symantec Enterprise Mobile Root ...

tem-i-Graz-CA
tem-i-Graz-CA
tem-i-S001 TINKDE00E0- CA

www.toolbase.de

Expiration Date
06/11/2024
12/01/2042
24/11/2031
12/01/2042
17/03/2021
12/02/2041
29/06,/2034
01/01/2038
17/00/2036
25/10/2036
25/10/2036
15/03/2032
29 2044
20/07/2044
25/03/2039

Intended Purposes *
Server Authenticat
Client Authenticat
Client Authenticat
Client Authenticat
Client Authenticat
Client Authenticat
Client Authenticat
Client Authenticat
Client Authenticat
Client Authenticat
Client Authenticat

Code Signing

<All>
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Test the Website on the ATMS CORE NET Server:

There mustn't be a warning.

- T m g e e e —mr e iy e
G @  https;//10.172.2.53/Account/Login?ReturnUr=%2F

Zertifikat-Viewer: 8CC9174XC3

Algemein | Detall

Zertifikathierarchie

¥ tem-i-Graz-CA

8CC174XC3

Zertifikatfelder

« Erweiterungen
Erweiterte Schlisselverwendung
Microsoft-Anwendungsrichtlinien

Schiissel-ID des Zertifikatantragstellers

Schiissel-ID der Zertifizierungsstelle |
Sperrlisten-Verteilungspunkte
Zugriff auf Zertifizierungsstelleninfos

Feldwert

Nicht kritisch
DNS-Name: 8CC9174XC3
IP-Adresse: 10.172.2.53
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